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The Changing Threat Environment
Motivation vs. Expertise
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A Malware Construction Kit

AWe @t r oj\Vimlows Midesweeper using an
off -the -shelf malware construction kit

A No coding expertise needed
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Malware Development Process
Obfuscation and Quality Assurance

original Malware

Create core malicious
functionality:

DDoS, steal data,
spread infection,

Quality Deployment

Assurance

Permutations

Only malware that
passed QA (not
detected) is used for
deployment

Obfuscate malware.
Create multiple serial
variantsto thwart
detection engines

Test new creations
againsta number of
up-to-date anti-virus
engines
Rejectif detected

by anti -virus
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Source: Damballa http://bit.ly/SerVar



Only
variants that pass
guality assurance
(bypass antivirus)
are used for
attacks!




virus samples countec
In 2010

samples / day
samples / hour
samples / minute
samples / second

Source: Symantec Internet Security Threat Report (ISTR), Volume 16



Limitations of Traditional Protection

NSS Labs test of 2010/Q3:
O of 123 publicly known exploits
O missedby top 10 prevention software

400 0 missedafter slight tweaking

of the explolits

Up to 9%o0f the endpoints in enterprises
arefound to be bot infected



Malware as a ServicgMaag

Gold Edition

ted) or Y months{imaximum 3 times)

Malware offered for

$249 with a Service

Level Agreement and
replacement warranty if

the creation is detected
by any anti-virus within
9 months

Price : 2498 (United State Dollan

Source: www.turkojan.com



AV industry in 1998

Image Copyright: IKARUS Security Software GmbH



Evolving Threats Summary

Tools Attacks

Tools are created by More opportunistic

expertsand used by and highlyautomated
lessskilledattackers attacks

%{—/

What isthe potential, what are the
preferred targets of this model?
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Worldwide Internet Usage

2,095 Million

estimatedInternet users orMarch 3F, 2011
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Source Internet World Stats http://www.internetworldstats.com
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2,095 Million Potential Targets ...

most valuable
least protected

fthition, end -point PCs have access to all data
ceded to conduct their business
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What does a typical End -Point look like?

)

. nNumerous

A How many programs do

you think you have installed

on your typical Windows
machine?

A How many different  update

mechanisms do you need
to keep this PC up -to-date?
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Data from Real End -Points in the Field

A Scan results from more than 3 Mio PSI users
A Secunia Personal Software Inspector (PSI)
A Free for personal use http://secunia.com/psi

A A lightweight software inspector/scanner to:
A Identify insecure programs and plug -ins
A Automatically install missing patches
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