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ÁThe Changing Threat Environment  

 
ÁDemo with Malware Construction Kit  

 
ÁMeasuring the Complexity of End -Points  

 
ÁProtective Measures when the Perimeter Failed  
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Tools created by 
experts now 
used by less-

skilled criminals, 
for personal gain 
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The Changing Threat Environment  

 Motivation vs. Expertise 

Source: Microsoft 



Malware Construction Kit  

Live Demonstration  

ÁMalware Construction Kit  

ÁWe ñtrojanizeò Windows Minesweeper using an 
off - the -shelf malware construction kit  

ÁNo coding expertise needed  

 

 

 



Malware Construction Kit  

Live Demonstration  

Read clipboard 

List / start / stop / disable services 

Life capture and control of 

desktop 

Life capture of webcam or 

microphone Remote command console 

Online / offline keylogger 

Disable taskbar / desktop icons / 

start-button, reboot, .. 

List and kill processes 

Restart / update trojan. Load new 

plug-ins 

Read / modify registry 

Execute commands 

Life remote target 

session 

Command & control 

options 



Original Malware 
 

Create core malicious 
functionality: 
DDoS, steal data, 
spread infection, .. 

Deployment 
 

Only malware that 
passed QA (not 
detected) is used for 
deployment 

1 

4 

Reject if detected  
by anti - virus  

Malware Development Process  

 Obfuscation and Quality Assurance  

Image: www.swisscyberstorm.com 

Source: Damballa http://bit.ly/SerVar 

 

Permutations 
 

Obfuscate malware. 
Create multiple serial 
variants to thwart 
detection engines 

Quality 

Assurance 
 

Test new creations 
against a number of 
up-to-date anti-virus 
engines 

2 3 



Original Malware 
 

Create core malicious 
functionality: 
DDoS, steal data, 
spread infection, .. 

Deployment 
 

Only malware that 
passed QA (not 
detected) is used for 
deployment 

1 

4 

Reject if detected  
by anti - virus  

Malware Development Process  

 Obfuscation and Quality Assurance  

Image: www.swisscyberstorm.com 

Source: Damballa http://bit.ly/SerVar 

 

Permutations 
 

Obfuscate malware. 
Create multiple serial 
variants to thwart 
detection engines 

Quality 

Assurance 
 

Test new creations 
against a number of 
up-to-date anti-virus 
engines 
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Only  

variants that pass  

quality assurance  

(bypass antivirus)  
are used for  

attacks! 
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 Source: Symantec Internet Security Threat Report (ISTR), Volume 16 

virus samples counted 

in 2010 

286 million 

783,562 samples / day 

 32,648 samples / hour 

 544 samples / minute 

 9 samples / second 

 



Limitations of Traditional Protection 

of 123 publicly known exploits  
missed by top 10 prevention software 

missed after slight tweaking  
of the exploits 

25% 
40% 

Up to 9% of the end-points in enterprises 
are found  to be bot infected 

(1) NSS Anti-Malware Group Test Report 2010/Q3, (2) Damballa on Darkreading http://bit.ly/EntBot 

NSS Labs test of 2010/Q3: 



Malware as a Service (MaaS) 

Source: www.turkojan.com 

Malware offered for 

$249 with a Service 

Level Agreement and 

replacement warranty if 

the creation is detected 

by any anti-virus within 

9 months 





What is the potential, what are the  
preferred targets of this model? 

Tools 
 

Tools are created by 

experts and used by 
less-skilled attackers 

Attacks 
 

More opportunistic 
and highly automated 

attacks  

Evolving Threats Summary 

+ 



CǊƻƳ ŀ /ǊƛƳƛƴŀƭΩǎ 
Perspective 

 
#Hosts x #Vulnerabilities  

=  
Opportunity 

 



Worldwide Internet Usage 

15 

2,095 Million 
estimated Internet users on March 31st, 2011 

penetration of 
population 
 
growth from 
2000 to 2010 

Source: Internet World Stats http://www.internetworldstats.com 

 

31% 
 

448% 



Corporate  as well as private end -points are 
increasingly targeted  

 

 

2,095 Million Potential Targets ... 

ÁEnd-points are difficult to secure  

ÁHighly dynamic  environment and unpredictable  
usage patterns by users  
 

ÁEnd-point PCs are where the most valuable 
data  is found to be the least protected  

ÁBy definition, end -point PCs have access to all data 
needed to conduct their business  
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#Hosts x #Vulnerabilities  
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What does a typical End -Point look like?  

ÁHow many programs do 

you think you have installed 
on your typical  Windows 
machine?  
 

ÁHow many different update  
mechanisms  do you need 

to keep this PC up - to -date?  

 

 .. numerous programs and plug-ins! 



Data from Real End -Points in the Field  

ÁScan results from more than 3 Mio PSI users  

ÁSecunia Personal Software Inspector (PSI)  

ÁFree for personal use http://secunia.com/psi  
 

ÁA lightweight software inspector/scanner to:  

ÁI dentify  insecure programs  and plug - ins  

ÁAutomatically  install missing patches  

 

 

 


