Secunia Enterprise Vulnerability Manager
Manage your corporate defence against vulnerabilities

“Enterprises that implement a vulnerability
management process will experience 90 percent
fewer successful attacks than those that make
an equal investment only in intrusion detection
systems.”

www.gartner.com

The market-leading

vulnerability management tool

The Secunia Enterprise Vulnerability Manager (EVM) is
designed to help large organisations with fast and efficient
tracking of vulnerability intelligence. It is designed to filter
the provided intelligence according to your specific needs,
ensuring that you receive only significant alerts, so you
can deal with the threats effectively, thereby eliminating
unnecessary and possibly misleading information.

The EVM is the market-leading vulnerability management
tool that helps you control your vulnerability issues.
Through our highly acknowledged Secunia Advisories,
the EVM enables you to filter, track, and eliminate
vulnerabilities while documenting the workflow and
response on the alerts and advisories for the entire
organisation.

Large organisations are more exposed to vulnerabilities
and, as you may have experienced, not all the tools on
the market can handle the complexity and challenges of a
large IT infrastructure.

The most accurate source available

Whether you handle security from a centralised unit or
have a distributed environment, Secunia can help your
organisation through management and distribution of
vulnerability intelligence. This is because the EVM obtains
its vulnerability intelligence from the most accurate
source available: The highly regarded Secunia Advisory
Database. Each advisory is verified and written by a
Secunia Research expert and provides you with all the
necessary information to understand the issue, allowing
you to make your own informed decision on how to handle
the threat.

How does it work?

The Enterprise Vulnerability Manager enables the
individual responsible for IT to register parts of, or all of,
the IT infrastructure for instant vulnerability tracking. As
the overall account administrator, you have the capability
to administrate a large number of users, and through
your “bird’s eye view” you can allocate and remove areas
of responsibility.

The EVM also facilitates the creation of sub-users in
order to support all layers, segments, or regional parts
of the organisation, thereby enabling you to enforce the
vulnerability management process in accordance with the
company'’s IT security policy.

Corporate summary

Today, Secunia has a professional organisation of IT
researchers, software developers, and salespeople
working with global enterprises and industry partner-
ships. We are present at major conferences in North
America, members of FIRST, GSA approved to work
with US governments, and generally recognised as
the vulnerability intelligence provider.

Started in 2002

Profitable in all fiscal years

Privately held - no external funding

Expanding our business with new HQ and hirings

in Research, Development, and Sales

Recognised worldwide

e Awarded as one of the three best start-up
businesses in Denmark in 2006

e 5 million website users
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What are the benefits?
With your Enterprise Vulnerability Manager you can:

Register the entire IT infrastructure and geta complete
overview of current and emerging vulnerabilities on
your network

Save time and money through relevant, verified
intelligence on vulnerabilities, including analysis of
criticality

Get a description and a solution

Ensure that the relevant staff is updated continuously
on current and emerging threats

Get the latest available intelligence on vulnerability
management and remediation, e.g.,

information on patches, exploits,

and workarounds

Access to Secunia Research

The Secunia Enterprise Vulnerability Manager thereby

provides you with:

e A management tool, which makes it possible for you
to prioritise the vulnerabilities by logging which ones
have been dealt with, which ones are waiting, which
ones are unread, etc.

e  One source of information; a source that only in-
forms you or your staff of vulnerability intelligence
relevant to your infrastructure

e A comprehensive description of all vulnerabilities,
presented in a way that sets standards for the
industry

One solution covering the whole enterprise
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Features of the Secunia Enterprise Vulnerability Manager

Enterprise management tool

. User management

. Hierarchical structure allows you to support all aspects
of your IT practice

. Automatic distribution to appropriate individuals without
interaction from central IT

. Multiple users capability, supporting all layers, seg-
ments, regions, and locations

Advisory management tool

. Easy management of all relevant security intelligence

. Access to all relevant security intelligence through SMS,
e-mail, and encrypted web interface

. Manage your response and progress on all advisories
with a built-in ticketing system

. Ability to document the latest remediation strategies, to
establish future best practice

Optional

For organisations requiring strict handling of sensitive
information, such as pharmaceutical, financial, or governmental
institutions, Secunia recommends the EVM Server edition
(EVM-S). The EVM-S pulls intelligence directly from the
Secunia Database through an encrypted HTTPS tunnel to your
own server, without any exchange of information regarding
local configurations.

All management, documentation, filtering, and distribution
is conducted on your own server to accommodate even the
strictest IT security policy.

Vulnerability alerts & advisories

All advisories are written in a uniform manner and are rated
according to our highly acknowledged assessment scale.
This helps you evaluate the criticality level of each advisory.
Detailed vulnerability intelligence is issued via e-mail.

Alerts are issued via SMS to ensure that you are instantly
notified on critical vulnerabilities. Advisories with full details
are sent via e-mail. You can choose your own threshold levels
for when you want to be alerted.

Details

. Continuously updated vulnerability intelligence

. All advisories are written in a standard format with CVE
references

. Security advisories are analysed, verified, evaluated and
rated by the security experts of Secunia

. Remediation strategies with patch or workaround infor-
mation

. The most comprehensive vulnerability monitoring on the
market

. Access to the most comprehensive vulnerability data-
base available

Contact Secunia

Contact sales@secunia.com for more information.
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