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| nt roducti on:

A vulnerability in the OpenViews.exe CA application in HP OpenVi ew Net work Node Manager
can be exploited to cause a stack-based buffer overfl ow and conprom se a vul nerabl e

system

Detail s:

Techni cal

HP OpenVi ew Net wor k Node Manager
following URI:

provi des access to certain CAd applications via the

http://[host]/OvCgi /[ CA _application]

A boundary error within the OpenViews. exe CA application when handling strings passed
to the "Context" parameter with the "Hel p" parameter set to an arbitrary string can be
exploited to cause a stack-based buffer overflow.

penVi ews. exe first
di sassenbly not shown).

retrieves the strings assigned to the various paranmeters (sone

. text: 00401000 ; int __cdecl nmain(int argc, const char **argv, const char *envp)
.text: 00401000 _nmin proc near ; CODE XREF: start+DEp

. text: 00401000

. text: 00401000 var_A7C = dword ptr -0A7Ch

. text: 00401000 var_A78 = dword ptr -0A78h

. text: 00401000 param Target = dword ptr -0A4Ch

. text: 00401000 param Hel pWn = dword ptr -0A48h

.text: 00401000 param NoFranes = dword ptr -0A3Ch

. text: 00401000 param Map = dword ptr -0A30h

. text: 00401000 param Session = dword ptr -0A28h

. text: 00401000 param Cont ext = dword ptr -0A24h

. text: 00401000 param Action = dword ptr -0A20h

.text: 00401000 param Title = dword ptr -0Al4h

. text: 00401000 var_4 = byte ptr -4

. text: 00401000 argc = dword ptr 8

. text: 00401000 argv = dword ptr 0Ch

. text: 00401000 envp = dword ptr 10h

. text: 00401000

. text: 00401000 push ebp

. text: 00401001 nov ebp, esp

. text: 00401003 sub esp, OA7Ch

. text: 00401009 push esi

. text: 0040100A nov [ ebp+var _A2C], 1E13380h

. text: 00401014 nov [ ebp+var _A34], offset aHostO d_iso_or ; "&Host=&0 d=.iso. org. dod.internet&omun". ..
.text: 0040101E l ea ecx, [ebp+var_4]

. text: 00401021 call ds: ??0cgi Entri es@QAE@XZ ; cgi Entries::cgi Entries(void)
. text: 00401027 push of fset aContext ; "Context"
.text:0040102C | ea ecx, [ebp+var_4]

. text: 0040102F call ds: ?find@gi Entri es@IBEPBDPBD@ ; cgi Entries::find(char const *)
. text: 00401035 nov [ ebp+param Context], eax

. text: 0040103B push of fset aAction ; "Action"

Execution eventual |y reaches | oc_401578, which retrieves the nunber of paraneters used

in the request and if it is not zero, checks if the "Target" paraneter is assigned a
string.

.text: 00401578 | oc_401578: ; CODE XREF: _mai n+557j

.text: 00401578 ; _mai n+560j

.text: 00401578 | ea ecx, [ebp+var_4]

. text:0040157B call ds: ?count @gi Entri es@IBEHXZ ; cgi Entries:: count (void)

. text: 00401581 test eax, eax
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. text: 00401583 jz | oc_401896

. text: 00401589 nov [ ebp+var _A6C], of fset unk_40331C

. text: 00401593 push of fset aTarget_0 ; "Target"

. text: 00401598 l ea ecx, [ebp+var_4]

. text:0040159B call ds: ?fi nd@gi Entri es@BEPBDPBD@ ; cgi Entries::find(char const *)
. text: 004015A1 nmov [ ebp+param Var], eax

. text: 004015A7 cnp [ ebp+param Var], 0

. text: 004015AE jz | oc_401761 ; no string assigned to "Target"?

If no string is assigned to the "Target" paraneter, another check is done for the "Help"
par aneter.

.text: 00401761 | oc_401761: ; CODE XREF: _mai n+5AEj

.text: 00401761 push of fset aHel p ;" Hel p"

.text: 00401766 l ea ecx, [ebp+var_4]

.text: 00401769 call ds: ?fi nd@gi Entri es@BEPBDPBD@ ; cgi Entries::find(char const *)
. text: 0040176F nmov [ ebp+param Var], eax

.text: 00401775 cnp [ ebp+param Var], 0

.text:0040177C jz short |oc_4017DB ; no string assigned to "Hel p"?

If a string is assigned to the "Hel p" paraneter, the string
"/ OvCgi / OvHel p. exe?Cont ext =<Cont ext paranmeter string>" is created into a 512-byte stack
buf fer with no bounds checking. This may cause a stack-based buffer overfl ow

.text:0040177E push of fset aOvcgi Ovhel p_ex ; "/ OvCgi/ OvHel p. exe"
.text: 00401783 |l ea eax, [ebp+var_A10] ; char[512]
. text: 00401789 push eax

.text:0040178A call ds: strcpy_new

. text: 00401790 add esp, 8

.text: 00401793 push of fset a?context ; "?Context="
. text: 00401798 l ea ecx, [ebp+var_A10] ; char[512]
.text:0040179E push ecx

. text: 0040179F call ds: strcat_new

.text: 004017A5 add esp, 8

. text: 004017A8 nov edx, [ebp+param Context]

.text: 004017AE push edx

.text: 004017AF |l ea eax, [ebp+var_A10] ; char[512]
. text:004017B5 push eax

. text:004017B6 call ds: strcat_new

Expl oi tation:

Exploitation is straight-forward by sending e.g. a POST request to the QpenVi ews. exe CG
application with the "Hel p* paranmeter set to an arbitrary string and the "Context"
paranmeter set to an overly long string to overwite the return address or a structured
exception handl er.

Secuni a Research has devel oped both a PoC and working exploit for the vulnerability.
These are available to customers via the BA customer web interface.

Characteri stics:

Det ecti on:

Look for HTTP requests to the OpenVi ews. exe CA application and check if:

* the "Hel p" paranmeter is assigned an arbitrary string

* the "Context" paranmeter is assigned an overly long string such that the created string
"/ OvCgi / OvHel p. exe?Cont ext =<Cont ext paranmeter string>" is greater than or equal to 512
byt es.
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Verification:

A way to easily verify the vulnerability w thout a debugger has not been found as the
vulnerability lies in a CA application, which is executed by e.g. the inetinfo.exe
service in Wndows XP and termnates with no warnings if the said CA application
crashes.

I dentification:

The vulnerability is confirmed in QpenVi ews. exe (no version information avail able) as
i ncluded in HP OpenVi ew Net wor k Node Manager version 7.51, but other versions may al so
be affected. The default installation |location is "%rogranfFil es® HP

OpenVi ewh ww\ cgi - bi n*.

Test ed Versi ons:

The vulnerability was anal ysed on Wndows XP SP2 runni ng HP OpenVi ew Networ k Node
Manager version 7.51 with patch NNM 01168 applied, and incorporating OpenViews. exe with
an MD5 sum of 25617b70balcf56721f d361b3alaba52.

Fi xed Ver si ons:

The vulnerability is currently unpatched.

Ref er ences:

SA28074#1:
http://secuni a. conl advi sori es/ 28074/

CVE- 2008- 0067:
http://secuni a. com cve_ref erence/ CVE- 2008- 0067/

Secuni a Research:
http://secuni a. con secuni a_resear ch/ 2008- 4/
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