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| nt roducti on:

A vul nerability in Adobe Flash Pl ayer when processing Adobe ActionScript Virtual Mchine
functions can be exploited to cause nmenory corruption and potentially conpronise a
vul nerabl e system

Techni cal Detail s:

The Adobe (fornerly Macronedi a) Flash Player is frequently installed as a web browser
plugin and interprets Flash (SW) files enbedded in web pages. SW files detail how
obj ects such as text or inages should be displayed and can al so contai n Adobe
ActionScript Virtual Machine (AVM bytecode for scripting. An error when parsing the
byt ecode for a function declaration for the AVM can | ead to an undersized array being
allocated resulting in nmenory corruption and potential arbitrary code execution

An SWF file is conprised of a nunber of tags each containing the type, |ength, and
content of the tag. Sone tags contain an array of "actions" (AVM bytecodes) representing
the script action. An action with an opcode of Ox8E ("Declare Function (V7)") was

i ntroduced in SWF version 7 and allows a function to be declared. The function

decl aration specifies the function nane, the nunber of argunents it accepts, the nunber
of registers that will be used in the function, and a set of flags specifying (anbng

ot her things) which built-in variables will be preloaded into the registers.

When an ActionScript function is called, sub _3009D358() is called. If the function
content has to be parsed fromthe SWF file, then execution reaches 3009D966h where a
buffer object is initialised with a pointer to the SW data i mediately follow ng the
function nane.

. text: 30090966 push dword ptr [edi +3Ch]

. text:3009D969 lea ecx, [esi+1Ch]

. text:3009D96C cal | sub_3004A766

. text: 30090971 |l ea ecx, [ebp+buffer]

.text: 30090974 call sub_30001F79 ; buffer object constructor

. text:3009D979 push 7FFFFFFFh ; uiBufferSize

. text:3009D97E push 0 ;o ui O fset

. text: 30090980 push dword ptr [edi+38h] ; |pData, points to DeclareFunction content inmediately after function name string
. text: 30090983 lea ecx, [ebp+buffer] ; int

. text: 30090986 call sub_30082175 ; initialise buffer object

The argunment count is parsed fromthe file content and the pointer increnmented to the
next field. If the function declaration is SW version 7 or later (of interest to this
vul nerability), then the register count field is read and saved into a function
structure.

. text: 3009D98B nov eax, [ebp+buffer.offset]

. text: 3009D98E nov ecx, [ebp+buffer.| pData]

. text:3009D991 and [ebp+arg_14], 0 ; function flags

. text:3009D995 add eax, ecx

. text:3009D997 push 2

. text:3009D999 xor edx, edx

. text: 3009D99B pop ebx

. text:3009D99C add [ ebp+buffer.of fset], ebx ; skip over argunent count
. text: 3009D99F nov dh, [eax+1] ; read argunent count
. text: 3009D9A2 nov dl, [eax]

. text: 3009D9A4 nov al, [edi+4Ch]

. text: 3009D9A7 test al, al

. text: 3009D9A9 nov byte ptr [ebp+arg_4+3], al
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. text: 3009D9AC nov [ ebp+arg_count], edx ; arg count

. text: 3009D9AF jz short | oc_3009D9EE ; pre V7 Decl areFunction?
. text: 3009D9B1 nov eax, [ebp+buffer.offset]

. text:3009D9B4 nov al, [eax+ecx] ; reg count

. text: 3009D9B7 inc [ebp+buffer.of fset] ; skip reg count

. text: 3009D9BA nov [ esi +FunctionStruct.reg_count], al

Fol l owi ng the register count is a 16-bit value containing a number of flags indicating
the use of internal variables and whether they should be preloaded into registers.

. text:3009D9BD nov ecx, [ebp+buffer.offset]

. text: 3009D9CO nov eax, [ebp+buffer.|pData]

. text:3009D9C3 add [ ebp+buffer.of fset], ebx

. text: 3009D9C6 add eax, ecx

. text:3009D9C8 xor ecx, ecx

. text: 3009D9CA nov ch, [eax+1]

. text:3009D9CD nov cl, [eax]

. text: 3009D9CF nov al, [esi+FunctionStruct.reg_count]
. text:3009D9D2 test al, al

. text:3009D9D4 nov [ebp+arg_14], ecx ; flags

. text: 3009D9D7 jz short | oc_3009D9EE ; register count is zero?

If the register count was non-zero, an array of 32-bit values is allocated from an
internal heap by a call to sub_30093592() (not shown in disassenbly).

. text:3009D9D9 nov ecx, [ebp+this] ; int

. text:3009D9DC movzx  eax, al

. text: 3009D9DF push eax , reg_count

. text: 3009D9EO call sub_30093592 ; allocate array for registers
. text: 3009D9E5 push eax ; I pArray

. text: 3009D9E6 | ea ecx, [esi+FunctionStruct.field_40]

. text: 3009D9E9 call sub_3004A766 ; save pointer to array

Function argunents can optionally be preloaded into the function's registers. This is
now acconplished in a loop (not shown in disassenbly) and correctly ignores requested
regi ster indexes larger than the size of the register array.

Executi on eventual |y reaches 3009DC89h where the function flags are checked to see which
internal variables should be preloaded into registers. The internal variables are

prel oaded into registers in a predeterm ned order, starting fromindex one with the
"this" variable. The actual value witten is either a small constant (such as two
nmeani ng undefined) or a pointer to an object representing the variable.

. text: 3009DC89 test byte ptr [ebp+arg_14], 1 ; function flags

. text:3009DC3D nov byte ptr [ebp+arg_1C+3], 1 ; register index

. text: 3009DC91 jz short | oc_3009DCA3 ; don't preload 'this'?

. text:3009DC93 push [ ebp+val ue] ; "this" object

. text: 3009DC96 mov ecx, esi

. text: 3009DC98 push 1 ;index

. text : 3009DCOA call sub_3006A6E4 ; wite "this" register to index 1

. text: 3009DCOF nov byte ptr [ebp+arg_1C+3], 2 ; update register index to next free

In sub_3006A6E4(), the pointer to the array is retrieved and the supplied value witten
to it at the specified index with no bounds checki ng.

. text:3006A72D nov eax, [ebp+this]

. text: 3006A730 nov eax, [eax+40h] ; pointer to array
. text: 3006A733 nov ecx, [ebp+index]

. text: 3006A736 nov edx, [ebp+val ue]

. text: 3006A739 pop edi

. text: 3006A73A pop esi

. text: 3006A73B nov [ eax+ecx*4], edx ; wite to array

The "argunents"” internal variable is then preloaded into the next register if the
function flags indicate that it should be. The value of the variable is retrieved via a
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call to sub_300978CA() (not shown in disassenbly). The value is again witten via a cal
to sub_3006A6E4() with no bounds checki ng.

. text: 3009DCA3 test byte ptr [ebp+arg_14], 4 ; function flags

. text: 3009DCA7 jz short | oc_3009DCCF ; don't preload "argunents"?

. text : 3009DCA9 nov ebx, [ebp+this]

. text: 3009DCAC lea eax, [ebp+arg_0] ; sub_300978CA() will wite "argunents" here

. t ext : 3009DCAF push eax

. text: 3009DCBO nov [ebp+arg_0], 2 ; initialise to undefined

. text : 3009DCB7 call sub_300978CA ; get "argunents"

. text: 3009DCBC novzx eax, byte ptr [ebp+arg_1C+3]

. text: 3009DCCO pop ecx

. text: 3009DCCL push [ ebp+ar g_0] ; val ue

. text: 3009DCC4 mv ecx, esi

.t ext : 3009DCC6 push eax ;index

. text: 3009DCC7 call sub_3006A6E4 ; write "argunents" to register array

. text: 3009DCCC inc byte ptr [ebp+arg_1C+3] ; increnent register index to next free

If the flags indicate that they should be prel oaded, then the "super", " _root",
" _parent", and "_global" internal variables are stored into subsequent indexes in the

register array via calls to sub_3006A6E4(). If the register count field specified a
nunber smaller than the nunber of registers required by the preload flags, then nenory
corruption will occur when the values are witten past the end of the array.

Expl oi tation:

By tricking a user into viewing a naliciously crafted SWF file in their browser, an
attacker can trigger nmenory corruption via nmanipulated fields in a function declaration
By specifying that nore internal variables should be preloaded than the indicated size
of the register array, values will be witten past the end of the array in the program
control | ed heap

The values witten to the heap are not directly user-controlled, however, they appear to
be sonewhat controllable via scripting. Wile code execution has not been proven,
function table pointers have been successfully overwitten and there are many unexpl ored
permut ati ons avail able via scripting.

Secuni a has devel oped a PoC for the vulnerability. This is available to customers on
Secuni a Proof of Concept and Exploit Code Services.

Characteristics:

Det ecti on:

Look for a SWF file containing a tag that contains an action of type Ox8E ("Decl are
Function (V7)") where the nunber of registers indicated by the "f reg count” field is
| ess than the nunber of registers required by the prel oad flags.

Verification:

View a maliciously crafted SWF file in a browser with the Flash Player installed. The
mal i ci ous SWF file should contain an object (such as text) that contains an action (such
as onSel fEvent()) that declares a function. The function declaration should use the Ox8E
action, the "f_reg count"” field should be 3, and all register preload flags should be

Generated by Secunia 9 April, 2008 Page 4 of 5



SA28083 / CVE-2007-6019 Secu?nla_

set. If the function is parsed a nunber of tines, the browser will crash due to nmenory
corruption.

I dentification:
Fl ash9e. ocx version 9.0.115.0 has been confirned vul nerable. The default installation
| ocation is "9N nDi r % syst enB2\ Macr oned\ Fl ash\ ".

Af f ect ed Versions:

The vulnerability was anal ysed on Wndows XP SP2 with Adobe Flash Player 9.0.115.0 in
I nternet Explorer 7.

Fi xed Versi ons:

The vulnerability is fixed in Adobe Flash Player 9.0.124.0 (Flash9f.ocx). In the patched
version, the size of the register array is verified to be | arge enough before each
variable is witten to it.

Ref er ences:

SA28083:
http://secuni a. com advi sori es/ 28083/

CVE- 2008- 6019:
http://secuni a. com cve_ref erence/ CVE- 2008- 6019/

Secuni a Research:
http://secuni a. com secuni a_resear ch/ 2007- 103
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