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| nt roducti on:

A vulnerability in Mcrosoft Wndows within the OLE automati on when handling netafiles
in OLE streans can be exploited by nalicious people to corrupt nmenory and conprom se a
user's system

Techni cal Detail s:

An integer overflow in _PictLoadMetaFileRaw() within ol eaut32.dll can be exploited to
cause a heap-based buffer overflow via a specially crafted OLE stream containing a
nmetafile. Various vectors may exist, but currently one renote vector using Internet
Expl orer and the "M crosoft Forns 2.0 |Inage" ActiveX control (FM2O.dIl) is identified.

When passing a compound file (e.g. Ofice docunment) to the ActiveX control's "DATA"
property, sub_600374BF() in FM2O.dll eventually receives control and checks for a
"contents" OLE stream

.text: 600374BF CheckContentsStreanExi sts proc near ; CODE XREF: sub_600413D1+7#p
. text: 600374BF ; DATA XREF: .text:60005248#0 ...
. text: 600374BF

.text:600374BF var_4 = dword ptr -4

. text: 600374BF pl Stream = dword ptr 8

. text: 600374BF

. text: 600374BF push ebp

.text:600374C0 nov ebp, esp

. text:600374C2 push ecx

.text:600374C3 nov eax, [ebp+pl Streani

. text: 600374C6 and [ ebp+var_4], 0

.text:600374CA push ebx

. text:600374CB push esi

.text:600374CC lea edx, [ebp+var_4]

. text: 600374CF push edx

. text:600374D0 push 0

. text:600374D2 push 10h

.text:600374D4 push 0

.text:600374D6 push of fset aContents ; "contents"

.text:600374DB nmov esi, ecx

.text:600374DD nov ecx, [eax]

. text: 600374DF push eax

. text: 600374E0 call dword ptr [ecx+10h] ; ol e32. 77504969

. text: 600374E0 ; CExposedDocFi | e: : OpenStrean()

If one is found, control eventually reaches sub_600BFC3A() in FM2O.dl|l where the
hi gh-order byte in the first word of the "contents" streamis checked for being 2 or
| ess.

. text: 600BFC3A sub_600BFC3A proc near ; CODE XREF: sub_6004B645+19#p
. text: 600BFC3A ; sub_600C0A5B+6#p

. text: 600BFC3A

. text: 600BFC3A dwFirstlnStream
. text: 600BFC3A var_18

.text: 600BFC3A var_14

. text: 600BFC3A var_10

. text: 600BFC3A var_C

dword ptr -20h
dword ptr -18h
dword ptr -14h
dword ptr -10h
dword ptr -0Ch

. text: 600BFC3A var_8 dword ptr -8
. text: 600BFC3A var_4 dword ptr -4
. text: 600BFC3A arg_0 dword ptr 8

.text: 600BFC3A arg_4
. text: 600BFC3A

dword ptr 0Ch

. text: 600BFC3A push ebp

. text: 600BFC3B nov ebp, esp

. text: 600BFC3D sub esp, 20h

. text : 600BFCBE nov eax, [ebp+dwFirstlnStreani
. text: 600BFC91 and ax, OFFOOh
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. text : 600BFC95
. text: 600BFC99

cnp
j be

ax,
short

Eventual | y,
first word

sub_600BAD19( )

200h

| oc_600BFCA5 ; high-order byte in 1st word in stream <= 2?

is called to process the streamcontent and checks if the

in the streamis 0x200.

. text: 600BAD19 sub_600BAD19 proc near ; CODE XREF: sub_600BB354+B6#p
. text: 600BAD19 sub_600BB946+27#p
. text: 600BAD19

. text: 600BAD19 var_B4 = byte ptr -0B4h

. text: 600BAD19 var_8C = dword ptr -8Ch

. text: 600BAD19 var_88 = dword ptr -88h

.text: 600BAD19 var_84 = dword ptr -84h

. text: 600BAD19 var _80 = dword ptr -80h

.text: 600BAD19 var_7C = dword ptr -7Ch

.text: 600BAD19 var_78 = dword ptr -78h

.text: 600BAD19 var_74 = dword ptr -74h

.text: 600BAD19 var_70 = dword ptr -70h

. text: 600BAD19 ppv = dword ptr -6Ch

.text: 600BAD19 var_68 = dword ptr -68h

.text: 600BAD19 var_64 = dword ptr -64h

.text: 600BAD19 var_60 = dword ptr -60h

. text: 600BAD19 var_5C = dword ptr -5Ch

.text: 600BAD19 var_58 = dword ptr -58h

.text: 600BAD19 var_54 = dword ptr -54h

. text: 600BAD19 Count = dword ptr -50h

.text: 600BAD19 var_4C = dword ptr -4Ch

.text: 600BAD19 var_48 = dword ptr -48h

. text: 600BAD19 var_44 = dword ptr -44h

.text: 600BAD19 var_40 = dword ptr -40h

.text: 600BAD19 var_3C = dword ptr -3Ch

.text: 600BAD19 var_38 = dword ptr -38h

.text: 600BAD19 var_34 = dword ptr -34h

.text: 600BAD19 var_30 = dword ptr -30h

.text: 600BAD19 Mem = dword ptr -2Ch

. text: 600BAD19 var_28 = dword ptr -28h

.text:600BAD19 rclsid = CLSID ptr -24h

.text: 600BAD19 var_14 = byte ptr -14h

.text: 600BAD19 var_4 = dword ptr -4

. text: 600BAD19 wlL = word ptr 8

.text: 600BAD19 arg_4 = dword ptr O0Ch

.text: 600BAD19 arg_8 = dword ptr 10h

.text:600BAD19 arg_10 = dword ptr 18h

.text: 600BAD19 arg_14 = dword ptr 1Ch

.text: 600BAD19 arg_18 = dword ptr 20h

.text: 600BAD19 arg_1C = dword ptr 24h

.text: 600BAD19 arg_20 = dword ptr 28h

. text: 600BAD19

. text: 600BAD19 push ebp

.t ext : 600BAD1A |l ea ebp, [esp-54h]

. text: 600BADLE sub esp, 0B4h

. text: 600BAD69 | oc_600BAD69: ; CODE XREF: sub_600BAD19+47#j
. text: 600BAD69 cnp [ ebp+54h+wl] , 200h

.t ext : 600BAD6F jz short | oc_600BAD7B ; 1st word in stream == 0x200
. text: 600BAD6F ; (0002 in docunent)
Then, a function is called to conpare the CLSID in the stream agai nst three CLSIDs where

one of themis CLSID StdPict ({0OBE35204-8F91-11CE- 9DE3- 00AA004BB3851}) .

.text:600BB11D lea eax, [ebp+54h+rclsid]

. text: 600BB120 push eax

. text:600BB121 call Checkd sid

.text:600BB126 test eax, eax

. text:600BB128 jz short @rror_fail ; no CLSID nmatch?

An instance of the COM object
is eventually transferred to CPicture::Load()

CLSID StdPict, contro

ol eaut 32.dl | .

if the streamcontains the CLSID of
i nsi de

is then created and
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. text: 600BB12A l ea eax, [ebp+54h+ppv]
.text:600BB12D push eax . ppv
. text: 600BB12E push of fset stru_600026D4 ; riid
. text: 600BB133 push 1 ; dwd sCont ext
. text: 600BB135 push edi pUnkQut er
.text: 600BB136 lea eax, [ebp+54h+rclsid]
. text: 600BB139 push eax rclsid
. text: 600BB13A call ds: CoCr eat el nst ance
. text: 600BB140 nmov edi, eax
. text: 600BB142 test edi, edi
. text: 600BB144 jnz short | oc_600BB197
. text: 600BB146 nov eax, [ebp+54h+ppv]
. text: 600BB149 nov ecx, [eax]
.text:600BB14B l ea edx, [ebp+54h+var_84]
. text: 600BB14E push edx
. text: 600BB14F push of f set dwor d_60002654
. text: 600BB154 push eax
. text: 600BB155 call dword ptr [ecx] ; OLEAUT32.771442CC
. text: 600BB157 mov edi, eax
. text: 600BB159 test edi, edi
. text: 600BB15B jnz short | oc_600BB186
. text: 600BB15D nov eax, [ebp+54h+var_84]
. text: 600BB160 push [ ebp+54h+var _4C]
. text:600BB163 nov ecx, [eax]
.text: 600BB165 push eax
.text: 600BB166 call dword ptr [ecx+14h] ; OLEAUT32. 771846DB
.text: 600BB166 ; CPicture::Load()
CPicture::Load() calls _PictLoadPicture()...
.text:771846DB ; public: virtual long __stdcall CPicture::Load(struct |Stream *)
.text:771846DB ?Load@CPi ct ur e@WAGIPAUI St ream@@Z proc near ; DATA XREF: .text:77143D3CHo
.text:771846DB
.text:771846DB pThis = dword ptr 8
.text:771846DB pl Stream = dword ptr 0Ch
.text:771846DB
.text:771846DB this = eax
.text:771846DB nmov edi, edi
.text:771846DD push ebp
.text: 771846DE nov ebp, esp
.text: 771846E0 nov this, [ebp+pThis]
.text: 771846E3 xor edx, edx
.text: 771846E5 nov dl, [this+4Ch]
.text:771846E8 xor ecx, ecx
.text: 771846EA push ecx ;oint
.text: 771846EB push ecx ;oint
.text: 771846EC push ecx ;oint
.text:771846ED add this, -8
.text:771846F0 shr edx, 2
.text:771846F3 not edx
.text:771846F5 and edx, 1
.text:771846F8 push edx ;oint
.text:771846F9 push ecx ; dwBytes
.text: 771846FA push [ebp+pl Streani ; plStream
.text:771846FD push this ; pThis
.text: 771846FE call ?_Pi ct LoadPi ct ur e@YGIPAVCPI ct ur e@AUl St r eam@@ HKKK@Z
_PictLoadPicture(CPicture *,IStream *, | ong, i nt, ul ong, ul ong, ul ong)
which in turn calls _PictLoadNew nage().
.text:771846A1 ; int __stdcall _PictLoadPicture(int pThis,struct |Stream *pl Stream DWORD dwBytes,int,int,int,int)
.text:771846A1 ?_Pi ct LoadPi ct ur e@YGIPAVCPI ct ur e@PAUl St r eam@ HKKK@ proc near
.text: 771846A1 ; CODE XREF: CPicture::Load(lStream *)+23#p
.text: 771846A1 Aa eLoadPi ct ur eEx(x, X, X, X, X, X, X, X) +6A#p
.text: 771846A1
.text:771846A1 pThis = dword ptr 8
.text: 771846A1 pl Stream = dword ptr 0OCh
.text: 771846A1 dwBytes = dword ptr 10h
.text:771846A1 arg_C = dword ptr 14h
.text:771846A1 arg_10 = dword ptr 18h
.text:771846A1 arg_l14 = dword ptr 1Ch
.text:771846A1 arg_18 = dword ptr 20h
.text: 771846A1
.text: 771846A1 nov edi, edi
.text: 771846A3 push ebp
.text: 771846A4 nov ebp, esp
.text: 771846A6 push esi
.text: 771846A7 push [ ebp+arg_18] ;oint
.text: 771846AA nov esi, [ebp+pThis]
.text: 771846AD push [ ebp+arg_14] ;oint
.text:771846B0 or byte ptr [esi+54h], 2
.text:771846B4 push [ ebp+arg_10] ;oint
.text:771846B7 push [ ebp+arg_C] ;oint
.text: 771846BA push [ ebp+dwByt es] dwByt es
.text:771846BD push [ ebp+pl St reani pl Stream
.text:771846C0 push esi ; pThis
.text:771846CL call ?_Pi ct LoadNew nage @¥GJ PAVCPI ct ur e@PAUI St r eam@@ HKKK@
_Pi ct LoadNewl mage(CPi cture *,1Stream *, | ong, i nt, ul ong, ul ong, ul ong)
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_Pict LoadNewl mage() eventually reads two bytes fromthe stream and conpares themto the

val ue "tl".

.text:771844A8 ; int __stdcall

.text:771844A8 ?_Pi ct LoadNewl nage @ GJPAVCPI ct ur e@PAUI St r eam@@ HKKK@ proc near

.text:771844A8

.text: 771844A8
.text:771844A8
.text:771844A8 var_14
.text:771844A8 var_10
.text:771844A8 var_C
.text:771844A8 var_8
.text:771844A8 bt Read
.text:771844A8 pThis
.text:771844A8 pl Stream
.text:771844A8 dwBytes
.text:771844A8 arg_C
.text:771844A8 arg_10
.text:771844A8 arg_14
.text:771844A8 arg_18
.text: 771844A8

.text: 771844A8

.text: 771844AA

.text: 771844AB

.text: 771844AD

.text:771844CB | oc_771844CB:
.text:771844CB
.text:771844CD
.text:771844D0
.text:771844D1
.text:771844D2
. text:771844D7
.text:771844D9

.text:771844EB | oc_771844EB:

_PictLoadNewl mage(int pThis,struct |Stream *pl Stream DWORD dwBytes,int,int,int,int)

CODE XREF: _PictLoadPicture(CPicture *,1Stream *, | ong,int, ul ong, ul ong, ul ong) +20#p
; _PictLoadURLSync(ul ong, ushort *,IBindHost *,ulong, _GU D const & void * *)+99#p

dword ptr -14h
dword ptr -10h
dword ptr -0Ch

dword ptr -8
dword ptr -4
dword ptr 8

dword ptr 0Ch
dword ptr 10h
dword ptr 14h
dword ptr 18h
dword ptr 1Ch
dword ptr 20h

nov edi, ed

push ebp

nov ebp, esp
sub esp, 14h

CODE XREF: _Pict LoadNewi mage(CPi cture *, | Stream *, | ong, i nt, ul ong, ul ong, ul ong) +97#j

push 2 ; unsigned __int32

|l ea eax, [ebp+pl Stream+2]

push eax ;o ovoid *

push esi ; struct IStream*

call ?Hr Read @YGIPAUI St r eam@@PAXK@ ; HrRead(| Stream *,void *, ul ong)
test eax, eax

jz short |oc_771844EB ; data read?

CODE XREF: _Pict LoadNewi mage(CPi cture *,|Stream*, | ong, i nt, ul ong, ul ong, ul ong) +31#j

.text: 771844EB c'rrp word ptr [ebp+pl Stream+2], "tl°
.text:771844F1 jnz short loc_77184556 ; word != "0x6c74"?
If "tlI" is encountered,

.text: 771844F3
.text:771844F5
.text:771844F8
.text:771844F9
.text: 771844FA
.text: 77184501
.text: 77184506
.text: 77184508

The next four bytes (the size of the following netafile)

.text: 7718450E
.text: 77184510
.text: 77184513
.text: 77184514
.text: 77184515
.text:7718451A
.text:7718451C
.text:7718451E

the next two bytes are read and a bool ean is set.

push 2 ; unsigned __int32

|l ea eax, [ebp+pl Stream+2]

push eax ;o ovoid *

push esi ; struct IStream*

nov [ ebp+bt| Read], 1

call ?Hr Read @YGIPAUI St r eam@@PAXK@ ; HrRead(| Stream *,void *, ul ong)
test eax, eax

jl @xit ; error reading data?

is then read fromthe stream

push 4 ; unsigned __int32

lea eax, [ebp+dwBytes]

push eax ; void *

push esi ; struct |Stream*

call ?Hr Read @Y GJPAUI St r eam@@PAXK@ ; HrRead(| Stream *, void *, ul ong)
xor ecx, ecx

cnp eax, ecx

jl @xit ; error reading data?

Eventual Iy, the code flow reaches |oc_77184556 where a check is performed to ensure that
"tI" was previously read.

.text: 77184556 | oc_77184556:
.text: 77184556
. text: 7718455A

; CODE XREF: _PictLoadNew nage(CPicture *,1Stream *,1ong, int, ul ong, ul ong, ul ong) +49#j

cnp [ ebp+bt | Read], 0O
jnz short |oc_77184593 ; "tl" read?
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The first word of the netaheader (the picture type) is then checked and
(metafile), the function calls _PictLoadUnknownMet aFile().

.text:
.text:
.text:
text:
.text:
text:

.text:
Ltext:
.text:
.text:
.text:

_Pi ct LoadUnknownMet aFi | e()

. text

. text

.text:
.text:
.text:
.text:
.text:
.text:

. text

.text:
Ctext:
.text:
text:
.text:
text:

.text

.text:
.text:
.text:
.text:
.text:

. text

.text:
.text:
.text:
.text:
text:
.text:

. text

771845DA @heck_i con: ; CODE XREF: _PictLoadNewi mage(CPicture *,|Stream*, | ong,int, ul ong, ul ong, ul ong) +11F#j
771845DA nmovzx eax, word ptr [ebp+pl Stream+2] ; picture type fromstream

771845DE sub eax, ebx

771845E0 jz short | oc_7718464A ; icon? (0x0000)

771845E2 dec eax

771845E3 jz short @oad_netafile ; netafile? (0x0001)

7718463E @oad_netafile: ; CODE XREF: _PictLoadNewl mage(CPicture *,|Stream *, | ong,int, ul ong, ul ong, ul ong) +13B#j
7718463E push [ ebp+dwByt es] ; dwBytes

77184641 push esi ; struct |Stream*

77184642 push edi ; pThis

77184643 call ?_Pi ct LoadUnknownMet aFi | e@YGIPAVCPi ct ur e @PAUI St r eam@d @

; _Pict LoadUnknownMet aFi | e(CPicture *,1Stream *, | ong)

177183D48 ; int __stdcall _PictLoadUnknownMetaFile(int pThis,struct |Stream*, DAORD dwByt es)
text:
.text:
text:
.text:
.text:
.text:

77183D48 ?_Pi ct LoadUnknownMet aFi | e@YGIPAVCPI ct ur e@3PAUI St r eam@@ @ proc near

77183D48 ; CODE XREF: _PictLoadNewl mage(CPicture *,1Stream *, | ong, int, ul ong, ul ong, ul ong) +19B#p
77183D48
77183D48 szBuf = byte ptr -2Ch ; char[44]
77183D48 pThis = dword ptr 8
77183D48 pl Stream = dword ptr 0Ch
1 77183D48 dwByt es = dword ptr 10h
77183048
77183D48 nmov edi, edi
77183D4A push ebp
77183D4B nov ebp, esp
77183D4D sub esp, 2Ch
77183D50 push esi
1 77183D51 nov esi, [ebp+pl Streani
77183D54 push 2Ch ; unsigned __int32
77183D56 lea eax, [ebp+szBuf] ; char[44]
77183D59 push eax ; void *
77183D5A push esi ; struct |Stream *
77183D5B call ?Hr Read@YGJPAUI St r eam@@AXK@ ; HrRead(| Stream *, void *, ul ong)
77183D60 test eax, eax
1 77183062 jl @xit ; error reading first 44 bytes of data?
77183D68 nov edx, [esi]
77183D6A push -44
77183D6C pop ecx
77183D6D push 0
77183D6F push 1
1 77183D71 or eax, OFFFFFFFFh
77183D74 push eax
77183D75 push ecx
77183D76 push esi
77183D77 cal l dword ptr [edx+14h] ; ol e32. 7753247A
77183D77 ; CExposedStream : Seek()
77183D7A cnp dword ptr [ebp+szBuf+28h], 'FME ' ; char[44]
177183081 jz short loc_77183D93 ; .EMF file?

If not, the function calls _PictLoadMetaFil eRaw).

.text:
.text:
.text:
.text:
.text:

77183083 push 0 ; punkl

77183085 push [ ebp+dwByt es] ; 1 Size

77183088 push esi ; plStream

77183089 push [ ebp+pThi s] ; pThis

77183D8C cal | ?_Pi ct LoadMet aFi | eRaw@a@¥GJPAVCPi ct ur e@PAUl St r eam@@ PAURECT S@aaZ

_PictlLoadMet aFi | eRaw( CPi cture *,|Stream *, | ong, RECTS *)

i f

it

is Ox1

reads the first 44 bytes of the netafile and then checks if
the DWORD at of fset 0x28 fromthe begi nning of the netaheader is " EM".

_PictLoadMetaFil eRawm) reads the first 18 bytes (the metaheader) of the netafile and
checks if the second word is 0x9.

.text:
Ltext:
.text:
.text:
.text:
Ltext:
.text:
.text:
.text:
.text:

77183BA9 szHeader
77183BA9 var _10
77183BA9 var_C

METAHEADER ptr -24h
dword ptr -10h
dword ptr -0Ch

77183BA9 | pBufferStart dword ptr -8
77183BA9 hivem dword ptr -4
77183BA9 pThis dword ptr 8

77183BA9 pl Stream
77183BA9 i Si ze
77183BA9 pUnk1l
77183BA9

dword ptr 0Ch
dword ptr 10h
dword ptr 14h
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.text:77183BA9 mov edi, edi

.text: 77183BAB push ebp

.text:77183BAC nov ebp, esp

.text: 77183BAE sub esp, 24h

.text:77183BB1 and [ ebp+var_10], O

.text:77183BB5 and [ ebp+var _C], O

.text:77183BB9 push edi

.text: 77183BBA nov edi, [ebp+pl Streani

.text:77183BBD push 12h ; unsigned __int32

.text: 77183BBF |l ea eax, [ebptszHeader]

.text:77183BC2 push eax ; void *

.text:77183BC3 push edi ; struct |Stream*
.text:77183BC4 call ?Hr Read @YGJIPAUI St r eam@PAXK@ ; HrRead(| Stream *,void *, ul ong)
.text:77183BC9 test eax, eax

.text:77183BCB jl @xit ; error reading from streanf
.text:77183BDL cnp [ ebp+szHeader . nt Header Si ze], 9
.text:77183BD6 jz short @l loc_mem; header size == 9?

G obal Alloc() is then called to allocate menory for the nmetafile using the previously
read DWORD j ust before the netaheader as the size and adds 0Ox14 to that value. This nmay
cause an integer overflow and result in an insufficiently sized heap buffer being

al | ocat ed.

.text:77183BE2 @l | oc_nem ; CODE XREF: _PictLoadMet aFi | eRaw( CPi cture *,|Stream *, | ong, RECTS *) +2D#j
.text: 77183BE2 nov eax, [ebp+iSize] ; user-controlled

.text: 77183BE5 add eax, 14h ; integer overflow

.text: 77183BE8 push eax ; dwBytes

.text:77183BE9 push 42h ; UFl ags

.text: 77183BEB call ds: __inp__G obal Alloc@® ; 4 obal All oc(x, x)

.text:77183BF1 test eax, eax

.text:77183BF3 nov [ ebp+hMeni, eax

.text: 77183BF6 jnz short @ock_nem; menory allocated?

Later, the nmetaheader is copied into this buffer, which may cause a heap-based buffer
overfl ow.

.text:77183CD8 @opy_dat a: ; CODE XREF: _PictLoadMet aFi | eRaw( CPi cture *,|Stream *, | ong, RECTS *) +6F#]
.text:77183CD8 ; _PictLoadMetaFi | eRaw( CPicture *,|Stream *, | ong, RECTS *) +D1#j
.text:77183CD8 nov edi, [ebp+l pBufferStart]

.text:77183CDB lea esi, [ebp+szHeader]

.text:77183CDE nmovsd

. text: 77183CDF novsd

.text:77183CEQ movsd

.text: 77183CE1L novsd ; bOf happens here and when reading
.text:77183CEl ; fromthe strean

.text: 77183CE2 novsw

Expl oi tati on:

Various vectors may exist for triggering the vulnerability, but only one has been
identified using the "M crosoft Fornms 2.0 |Image" ActiveX control, which only requires a
user to visit a nalicious website. Even though the resulting overflowis limted (wll
wite 18 bytes), then it has been proven during analysis that code execution can be
achi eved.

Secuni a Research has devel oped a PoC for the vulnerability. This is available to
custoners on Secuni a Proof of Concept and Exploit Code Services.
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Det ecti on:

Look for compound files (e.g. Ofice docunents) where the "contents" COLE stream and
contai ned netafile have all of the followi ng characteristics:

1) The initial word in the OLE streamis 0x200 ("0002" in the docunent).

2) The CLSID in the OLE stream (of fset 0x14 fromthe beginning of the OLE stream
mat ches CLSID_StdPict ("0452E30B918FCE119DE300AA004BB851" in the docunent).

3) The word after the CLSID in the OLE streamis 0x746C ("6C74" in the docunent).

4) The initial word in the netaheader (offset 0x2C fromthe begi nning of the OLE stream
is Ox1 ("0100" in the docunent).

5) The word at offset 0x28 fromthe begi nning of the metaheader is not 0x464D4520
("20454D46" / " EMF" in the docunent).

6) The 2nd word in the netaheader is 0x9 ("0900" in the docunent).

7) The dword just prior to the beginning of the nmetafile header is in the range
OXFFFFFFEC t hr ough OxFFFFFFFF

To identify the vector using the "Mcrosoft Forms 2.0 | mage" ActiveX control, |ook for
web pages instantiating the ActiveX control using the following CLSID or ProglD and
passing a link to a conpound file in the "DATA" property:

* {4C599241-6926- 101B- 9992- 00000B65C6F9} - "Forms. | nage. 1"

Verification:

Create an Excel docunent with a "contents" OLE streamcontaining a netafile and all of
the characteristics nmentioned in the "Detection" section. Then instantiate the

"M crosoft Forms 2.0 I mage" ActiveX control and pass a link to the docunment in the
"DATA" property. Viewing the web page using Internet Explorer on affected systenms shoul d
crash the browser (may require reloading the browser a couple of tines).

I dentification:
Pl ease see the Mcrosoft security bulletin for a list of affected versions. The default
installation |ocation of oleaut32.dll is "%N nDir%systenB82\".

Test ed Versi ons:

The vul nerability was anal ysed on Wndows XP SP2 including ol eaut32.dl| version
5.1.2600. 3139.

Fi xed Ver si ons:

The vulnerability is patched in Ms08-008.
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Stay Secure

Ref er ences:

SA28902:
http://secuni a. com advi sori es/ 28902/

CVE- 2007- 0065:
http://secuni a. com cve_ref erence/ CVE- 2007- 0065/

M508- 008 (KB947890) :
http://ww. m crosoft.conftechnet/security/Bulletin/MO08-008. nmspx
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