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| nt roducti on:

A vulnerability in Trend Mcro OficeScan during processing of formdata in CA requests
can be exploited by nalicious people to conprom se a user's system

Techni cal Detail s:

Trend Mcro OficeScan includes numerous CA executables, which are used by O ficeScan
client agents and the web managenment consol e and are accessible by default via e.g.
"http://<host>: 8080/ of fi cescan[/consol e]/cgi" or
"https://<host>:4343/of fi cescan[/console]/cgi (for version 7.3). The HITP interface is
exposed by either 11S or Apache (included in the installer).

NOTE: This analysis is performed using the included Apache HTTP server.

Most of the CE executables use a generic CA paraneter parsing inplementation, which
contains a vulnerability. Insufficient bounds checking results in a stack-based buffer
overfl ow when parsing the contents of HTTP "multipart/formdata"” that can be | everaged
for arbitrary code execution

When an OFficeScan CA executable runs, it calls the "CGetParaneter" constructor to
create an object containing all CQA vari abl es.

This exanple will follow the case of cgi RgOPP. exe.

. text: 00401000 _nmin proc near ; CODE XREF: start+C0
. text: 00401000

. text: 00401000 pp_oppActivate

. text: 00401000 var_220

.text: 00401000 p_rel ease

. text: 00401000 pp_uid

.text: 00401000 CCet Paranet er Obj
. text: 00401000 p_chkDat abase

. text: 00401000 W deChar Str

. text: 00401000 var_C

. text: 00401000 var_4

.text: 00401000 argc

. text: 00401000 argv

. text: 00401000 envp

. text: 00401000

dword ptr -224h
dword ptr -220h
dword ptr -21Ch
dword ptr -218h
dword ptr -214h
dword ptr -210h
word ptr -20Ch
dword ptr -0Ch
dword ptr -4

dword ptr 4

dword ptr 8

dword ptr 0Ch

. text: 00401000 push OFFFFFFFFh

. text: 00401002 push of f set unknown_| i bname_64 ; Mcrosoft Visual C 2-9/net runtine
. text: 00401007 nov eax, large fs:0

. text:0040100D push eax

. text: 0040100E nov large fs:0, esp

. text: 00401015 sub esp, 218h

.text:0040101B push ebx

.text:0040101C push esi

.text:0040101D | ea ecx, [esp+22Ch+CGet Par anet er Obj ]

. text: 00401021 call ??0CCet Par anet er @AAE@XZ ; CCet Par anet er : : CGet Par anet er ( voi d)

Eventual Iy sub_402EB5() is called to parse the HITP request.

Cd executables receive paraneters via environnent variables, hence _getenv() is used to
retrieve the HTITP request nethod.
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. text: 00402EB5 sub_402EB5 proc near ; CODE XREF: sub_402CAE+29
. text: 00402EB5
.text: 00402EB5 TH S = dword ptr -40h
. text:00402EB5 var_3C = dword ptr -3Ch
. text: 00402EB5 var_38 = dword ptr -38h
.text: 00402EB5 var_34 = byte ptr -34h
.text: 00402EB5 var_24 = dword ptr -24h
. text: 00402EB5 paranms = PARAMS ptr -20h
. text: 00402EB5 | pszRequest Met hod= dword ptr -10h
. text: 00402EB5 var_C = dword ptr -0Ch
.text: 00402EB5 var_4 = dword ptr -4
. text: 00402EB5 arg_0 = dword ptr 8
. text: 00402EB5
. text: 00402EB5 push ebp
. text: 00402EB6 nov ebp, esp
. text: 00402EB8 push OFFFFFFFFh
. text: 00402EBA push of f set unknown_| i bnane_69 ; Mcrosoft Visual C 2-9/net runtine
. text: 00402EBF nov eax, large fs:0
. text: 00402EC5 push eax
. text: 00402EC6 nov large fs: 0, esp
. text: 00402ECD sub esp, 34h
. text: 00402EDO nov [ebp+THI S], ecx
. text: 00402ED3 nov eax, [ebpt+arg_0] ; always zero
. text: 00402ED6 and eax, OFFh
. text: 00402EDB test eax, eax
. text: 00402EDD jz short | oc_402EEC ; junp always taken
. text: 00402EEC | oc_402EEC: ; CODE XREF: sub_402EB5+28
. text: 00402EEC push of f set aRequest _met hod ; " REQUEST_METHOD'
. text: 00402EF1 cal | wrap_get env
. text: 00402EF6 add esp, 4
. text: 00402EF9 nov [ ebp+l pszRequest Met hod], eax
. text: 00402EFC cnp [ ebp+l pszRequest Met hod], 0
. text: 00402F00 jnz short |oc_402F0C ; got request nethod?
The request nmethod is checked to see whether it is "CGET" or "POST".
. text: 00402FOC | oc_402F0C: ; CODE XREF: sub_402EB5+4B
.text:00402F0C push of fset aCet ;O CGET"
. text: 00402F11 nov ecx, [ebp+l pszRequest Met hod]
.text: 00402F14 push ecx ;oStrl
. text: 00402F15 call _strcnp
. text: 00402F1A add esp, 8
. text: 00402F1D test eax, eax
. text: 00402F1F jnz short |oc_402F82 ; not "CET"?

"GET" handling
. text: 00402F82 | oc_402F82: ; CODE XREF: sub_402EB5+6A
. text: 00402F82 push of f set aPost ;" POST"
. text: 00402F87 nov edx, [ebp+l pszRequest Met hod]
. text: 00402F8A push edx ;o Stri
. text: 00402F8B call _strcnp
. text: 00402F90 add esp, 8
. text: 00402F93 test eax, eax
. text: 00402F95 jnz | oc_403083 ; not "POST"?
If the request nmethod is "POST' and the "Content-Type" begins wth
“multipart/formdata", sub_4032B9() is called to parse the content.
. text: 00402F9B push of fset aContent_type_1 ; "CONTENT_TYPE"
. text: 00402FA0 call wr ap_get env
. text : 00402FA5 add esp, 4
. text: 00402FA8 nov [ ebp+l pszCont ent Type], eax
. text: 00402FAB cnp [ ebp+l pszCont ent Type], O
. text: 00402FAF jz short | oc_402FE1l
. text: 00402FB1 push offset aMultipartFornD ; “"multipart/formdata"
. text: 00402FB6 call _strlen
.text: 00402FBB add esp, 4
. text: 00402FBE push eax ; MaxCount
. text: 00402FBF push offset aMultipartFor_0O ; “"multipart/formdata"
. text: 00402FC4 nov eax, [ebp+l pszContent Type]
. text: 00402FC7 push eax ;oStrl
. text: 00402FC8 call __strnicnp
. text: 00402FCD add esp, 0Ch
. text: 00402FDO test eax, eax
. text: 00402FD2 jnz short |l oc_402FEl ; not "nultipart/formdata"?
. text: 00402FD4 nov ecx, [ebp+TH §]
. text: 00402FD7 call sub_4032B9 ; parse nultipart/formdata
In sub_4032B9(), after sonme insignificant processing (not shown in disassenbly), the
"Content-Length" header is retrieved and converted to an integer and saved.
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. text: 00403321 push of fset aContent_leng_6 ; " CONTENT_LENGTH'
. text: 00403326 call wr ap_get env

. text:0040332B add esp, 4

. text: 0040332E test eax, eax

. text: 00403330 jz short |oc_403350 ; no "content-|ength" header?
. text: 00403332 push of fset aContent_leng_7 ; " CONTENT_LENGTH'
. text: 00403337 cal | wrap_get env

. text:0040333C add esp, 4

. text: 0040333F push eax ;o Str

. text: 00403340 call _atoi

. text: 00403345 add esp, 4

. text: 00403348 nov [ ebp+cont ent Lengt h], eax

A 4096-byte tenporary buffer is allocated and the pointer saved in the containing
obj ect.

. text: 004033EF | oc_4033EF: ; CODE XREF: sub_4032B9+10D
. text: 004033EF nov ecx, [ebp+TH §]

. text: 004033F5 nov [ ecx+TenpBuf fer. buf f er Si ze], 1000h

. text: 004033FC nov edx, [ebp+THI S]

. text: 00403402 nov [ edx+TenpBuffer.bufferOffset], 0

. text: 00403409 nov eax, [ebp+TH §]

. text: 0040340F nov ecx, [eax+TenpBuffer.bufferSize]

. text: 00403412 push ecx ; Size

.text: 00403413 call _mal | oc ; allocate 4096 byte buffer
. text: 00403418 add esp, 4

.text:0040341B nov edx, [ebp+TH §]

. text: 00403421 nov [ edx+TenmpBuffer.|pBuffer], eax

.text: 00403424 nov eax, [ebp+TH §]

. text: 0040342A nov ecx, [eax+TenpBuffer.bufferSize]

. text:0040342D push ecx ; Size

. text: 0040342E push 0 7 Val

. text: 00403430 nov edx, [ebp+TH §]

. text: 00403436 nov eax, [edx+TenpBuffer.|pBuffer]

. text: 00403439 push eax ; Dst

. text: 0040343A call _nmenset ; zero out buffer

The boundary value is parsed fromthe "Content-Type" header and up to 260 characters are
copied into a stack buffer.

. text: 0040347A push 104h ; Count

. text:0040347F push =S ; Val

. text: 00403481 push of fset aContent_type_3 ; "CONTENT_TYPE"
. text: 00403486 call wr ap_get env

. text:0040348B add esp, 4

. text: 0040348E push eax ;o Str

. text: 0040348F call _strchr ; find "= indicating boundary in content-type header
. text: 00403494 add esp, 8

. text: 00403497 add eax, 1

. text: 0040349A push eax ; Source

. text: 00403498 | ea ecx, [ebp+szBoundary] ; char[260]

. text: 004034A1 push ecx ; Dest

. text: 004034A2 call _strncpy

. text: 004034A7 add esp, 0Ch

.t ext: 004034AA | ea edx, [ebp+szBoundary] ; char[260]

. text: 004034B0 push edx ;o Str

. text:004034B1 call _strlen

. text: 004034B6 add esp, 4

. text:004034B9 nov [ ebp+l en_boundary], eax

Aloop is entered that iterates over each entry in the formdata. The content of the
HTTP request is available on stdin for the CA executable.

The tenporary buffer is filled up (or until all bytes have been read as specified by the
"Cont ent -Length" header) by a call to fread().

. text: 004034BF nov [ ebp+szName], 0 ; char[260]

. text: 004034C6 nov [ ebp+szDestBuffer], 0 ; char[260]

. text:004034CD nov [ ebp+szFil eName], 0 ; char[260]

. text:004034D4

.text:004034D4 @ oop_itens: ; CODE XREF: sub_4032B9+625
. text:004034D4 nov eax, [ebp+contentLength_]

. text: 004034DA sub eax, [ebp+bytesRead]

. text: 004034E0 nov [ ebp+Count], eax

. text: 004034E3 nov ecx, [ebp+TH §]

. text: 004034E9 nov edx, [ebp+TH §]
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. text: 004034EF nov eax, [ecx+TenpBuffer.bufferSize]
. text: 004034F2 sub eax, [edx+TenpBuffer.bufferOfset]
. text: 004034F5 cnp [ ebp+Count], eax
. text: 004034F8 jle short | oc_40350F ; can fit all data in buffer?
. text: 004034FA nov ecx, [ebp+TH §]
. text: 00403500 nov edx, [ebp+TH §]
. text: 00403506 nov eax, [ecx+TenpBuffer.bufferSize]
. text: 00403509 sub eax, [edx+TenpBuffer.bufferCffset]
. text:0040350C nov [ ebp+Count], eax
. text : 0040350F
. text: 0040350F | oc_40350F: ; CODE XREF: sub_4032B9+23F
. text: 0040350F cnp [ ebp+Count], 0O
.text: 00403513 jle short | oc_403562 ; no data to read?
.text: 00403515 push offset File ; File
. text: 0040351A nov ecx, [ebp+Count]
. text:0040351D push ecx ; Count
. text:0040351E push 1 ; Elenment Si ze
. text: 00403520 nov edx, [ebp+TH §]
. text: 00403526 nov eax, [edx+TenpBuffer.| pBuffer]
. text: 00403529 nov ecx, [ebp+TH §]
. text: 0040352F add eax, [ecx+TenpBuffer.bufferOfset]
. text: 00403532 push eax ; Dst Buf
. text: 00403533 call wrap_fread
The buffer is then tokenised by splitting on newlines ('\r' colons (':"),
sem -colons (';"'), and equal signs ('=").
. text: 00403562 | oc_403562: ; CODE XREF: sub_4032B9+25A
. text: 00403562 |l ea eax, [ebp+szDelin} ; ":;=\r\n"
. text: 00403568 push eax ; Delim
. text: 00403569 nov ecx, [ebp+TH §]
. text: 0040356F nov edx, [ecx+TenpBuffer.| pBuffer]
. text: 00403572 push edx ;o Str
. text: 00403573 call _strtok
. text: 00403578 add esp, 8
. text:0040357B nov [ ebp+l pszToken], eax
. text: 00403581 cnp [ ebp+l pszToken], O
. text: 00403588 jnz short @ oop_parse_headers ; found a token?
If such a delimter is found, the form subpart headers are parsed in a | oop.
. text: 0040358F @ oop_parse_headers: ; CODE XREF: sub_4032B9+2CF
. text: 0040358F nov [ ebp+l pszVal ue], 0
. text: 00403596 push of fset aContent Type ; "Content-type"
. text: 0040359B nov eax, [ebp+l pszToken]
. text: 004035A1 push eax ;o Stril
. text: 004035A2 call __strcnpi
. text: 004035A7 add esp, 8
. text: 004035AA test eax, eax
. text: 004035AC jnz short |oc_4035C7 ; not "content-type"?
If e.g. a "filenane" header is found, a pointer to its value is saved. Up to 260
characters fromthe optionally quoted value are copied into a stack buffer by
sub_40397C() (not shown in di sassenbly).
. text: 004035F8 | oc_4035F8: ; CODE XREF: sub_4032B9+324
. text: 004035F8 push of f set SubStr ;o "filename”
. text: 004035FD nov ecx, [ebp+l pszToken]
. text: 00403603 push ecx ;o Str
. text: 00403604 call _strstr
. text: 00403609 add esp, 8
. text: 0040360C t est eax, eax
. text: 0040360E jz short |oc_403641 ; "“filenanme" not found?
. text: 00403610 |l ea edx, [ebp+szDelims2] ; ";=\r\n"
.text: 00403616 push edx ; Delim
. text: 00403617 push 0 ;o Str
.text: 00403619 call _strtok ; get “filenanme" val ue
. text: 0040361E add esp, 8
.text: 00403621 nov [ ebp+l pszVal ue], eax
. text: 00403624 push 104h ; Count
. text: 00403629 l ea eax, [ebp+szFileNane] ; char[260]
. text: 0040362F push eax ;| pszDest
. text: 00403630 nov ecx, [ebp+l pszVal ue]
. text: 00403633 push ecx ;I pszStr
.text: 00403634 nov ecx, [ebp+TH §]
. text: 0040363A call sub_40397C ; copy W thout quotes
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In addition to the "fil ename"
" hane"

If a token was found, then it

header,
headers are searched for (not shown in disassenbly).

is checked to see if it

the "content-type",

“cont ent -di sposition", and

is followed by two new ines

"\r\n\r\n", which signifies the end of the subpart headers.
. text: 00403688 | oc_403688: ; CODE XREF: sub_4032B9+309
. text: 00403688 cnp [ ebp+l pszVal ue] ,

. text:0040368C jz | oc_40389C ; no token?

. text: 00403692 nov eax, [ebp+l pszVal ue]

. text: 00403695 push eax ;o Str

. text: 00403696 call _strlen

. text: 0040369B add esp, 4

. text: 0040369E nov ecx, [ebp+l pszVal ue]

. text: 004036A1 |l ea edx, [ecx+eax+1]

. text: 004036A5 nov [ ebp+l pszVal ue], edx

. text: 004036A8 nov eax, [ebp+l pszVal ue]

. text: 004036AB noVSX ecx, byte ptr [eax]

. text: 004036AE cnp ecx, 0Ah

. text:004036B1 jnz | oc_40389C ; not \n?

. text:004036B7 nov edx, [ebp+l pszVal ue]

. text: 004036BA novsx eax, byte ptr [edx+1]

. text: 004036BE cnp eax, O0Dh

. text:004036CL jnz | oc_40389C ;onot \r?

. text:004036C7 nov ecx, [ebp+l pszVal ue]

. text: 004036CA movsx  edx, byte ptr [ecx+2]

. text: 004036CE cnp edx, 0Ah

. text:004036D1 jnz | oc_40389C ; not \r\n\r\n?

If the end of the headers is found, data is noved in the tenporary file buffer so the

next

If the "filename" was not specified (but there was at
is called as a nethod of the current object and is passed a 260-byte

sub_403A38()

| east one ot her

unread bytes appear at the start (not shown in disassenbly).

header),

destination buffer along with the boundary string and the val ue of the "Content-Length"

header .

. text: 00403733 |l ea eax, [ebp+szFileNane] ; char[260]

. text: 00403739 push eax ;o Str

. text: 0040373A call _strlen

. text: 0040373F add esp, 4

. text: 00403742 test eax, eax

. text: 00403744 j be | oc_403830 ; filename not specified?

. text: 00403830 | oc_403830: ; CODE XREF: sub_4032B9+48B
. text: 00403830 lea eax, [ebpt+szDestBuffer] ; char[260]

. text: 00403836 push eax ; | pDestBuffer

. text: 00403837 | ea ecx, [ebp+szBoundary] ; char[260]

. text: 0040383D push ecx ;| pszBoundary

. text: 0040383E push 0 ;| pFil eName

. text: 00403840 lea edx, [ebp+contentlLength_]

. text: 00403846 push edx ;oint

. text: 00403847 |l ea eax, [ebp+bytesRead]

. text:0040384D push eax ;| pByt esRead

. text: 0040384E nov ecx, [ebp+TH §]

. text: 00403854 call sub_403A38

In sub_403A38(), after some initial setup (not shown in disassenbly),

poi nter was passed in (and in this case it was),

destination buffer not supplied?

; set destination to enpty string

buf f er

zZero.

. text: 00403A56 cnp [ ebp+l pDest Buffer], 0

. text: 00403A5A jz short | oc_403A64 ;

. text: 00403A5C nov eax, [ebp+l pDestBuffer]
. text: 00403A5F nov byte ptr [eax],

. text: 00403A62 jnp short | oc_403A90

A loop is entered that
ful

begins by filling up the tenmporary buffer (unti
or the nunber of bytes read equals the "Content-Length"

then the first

if a destination
byte is set to

the buffer is
header) .
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. text: 00403AA6 @ oop_read_data: ; CODE XREF: sub_403A38: | oc_403CBF
. text : 00403AA6 nov eax, [ebp+THI §]

. text: 00403AA9 nov ecx, [ebp+TH §]

. text: 00403AAC nov edx, [eax+TenpBuffer.bufferSize]

. text : 00403AAF sub edx, [ecx+TenpBuffer.bufferOfset]

. text: 00403AB2 nov [ ebp+Count], edx ; unread bytes in buffer

. text: 00403AB5 nov eax, [ebp+l pContentLength]

. text: 00403AB8 nov ecx, [ebp+l pBytesRead]

. text : 00403ABB nov edx, [eax]

. text: 00403ABD sub edx, [ecx] ; nunmber of bytes remaining in request
. text : 00403ABF cnp [ ebp+Count], edx

. read data into buffer

The supplied boundary string is searched for in the buffer by sub_402A22() (not shown in
di sassenbly) .

. text:00403B16 | oc_403B16: ; CODE XREF: sub_403A38+9D
. text: 00403B16 nov [ ebp+var_10], O

. text:00403B1D push 1 ;oint

. text: 00403B1F nov ecx, [ebp+l enBoundary]

. text:00403B22 push ecx ; lenNeedl e

. text: 00403B23 nov edx, [ebp+l pszBoundary]

. text:00403B26 push edx ; I pszNeedl e

. text: 00403B27 nov eax, [ebp+TH S|

. text: 00403B2A nov ecx, [eax+TenpBuffer.bufferOfset]

. text: 00403B2D push ecx ;| enHayst ack

. text: 00403B2E nov edx, [ebp+TH §]

. text:00403B31 nov eax, [edx+TenpBuffer.|pBuffer]

. text:00403B34 push eax ;| pszHayst ack

. text: 00403B35 call sub_402A22 ; search for boundary in buffer
. text: 00403B3A add esp, 14h

. text: 00403B3D nov [ ebp+boundar yLocation], eax

. text:00403B40 cnp [ ebp+boundaryLocation], 0

. text:00403B44 jz short | oc_403BCl ; not found?

Regar dl ess whether the boundary was found, data is copied into the destination buffer if
it was supplied. If the boundary was not found, then all the unread data in the
tenporary buffer is copied. If the boundary was found, only that anpbunt of data is

copi ed. However, there is no verification that the size of the data copied is | ess than
the size of the destination buffer and hence a stack-based buffer overfl ow nay occur

. text: 00403C0B | oc_403C0B: ; CODE XREF: sub_403A38: | oc_403BFD
. text: 00403C0B cnp [ ebp+l pDest Buffer], 0

. text: 00403C0F jnz short | oc_403C34 ; have destination buffer?
.text:00403C34 | oc_403C34: ; CODE XREF: sub_403A38+1D7
. text: 00403C34 nov eax, [ebp+Size]

. text:00403C37 push eax ; Size

. text: 00403C38 nov ecx, [ebp+TH §]

. text:00403C3B nov edx, [ecx+TenpBuffer.| pBuffer]

. text: 00403C3E push edx ; Src

. text: 00403C3F nov eax, [ebp+l pDestBuffer]

. text:00403C42 add eax, [ebp+bufferOfifset]

. text:00403C45 push eax ; Dst

. text: 00403C46 call _mencpy_0

. text:00403C4B add esp, 0Ch

. text: 00403C4AE nov ecx, [ebp+bufferOfifset]

. text:00403C51 add ecx, [ebp+Size]

. text: 00403C54 nov [ ebp+bufferOf fset], ecx

Expl oi tation:

Expl oitation can be achi eved by sending a POST request containing "nultipart/formdata"
t hat does not specify a filenanme and is |onger than 260 characters. The return address
can be overwitten, but due to continuation of execution problens, execution has been
proven by overwiting a structured exception handl er
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A large nunber of CA executables contain the vul nerable code or call it via

Cd CCommon. DLL and are therefore all vulnerable. Sone of the CAd executables require an
aut henticated request to reach the vul nerabl e code, but nbst can be exploited w thout
aut henti cati on.

Secuni a Research has devel oped both a PoC and working exploit for the vulnerability.
These are available to custonmers on Secuni a Proof of Concept and Exploit Code Services.

Characteri stics:

Det ecti on:

Look for an HTTP POST request to an OfficeScan CA script with "multipart/formdata"
where at | east one field does not specify a "filenanme" and contains nore than 260
characters of data. Note that due to the large nunber of CA executables they are all
potentially vul nerable.

Verification:

Make an HTTP POST request to the "cgi RQOPP. exe" CA executable with

"mul tipart/formdata" containing a field that specifies the nane and is foll owed by
10000 "A" characters after the "\r\n\r\n". Ensure that the "Content-Length" header is
correct. A vulnerable CA process will termnate prematurely and return a "500 Internal
Server Error".

I dentification:

Pl ease refer to the table below for confirmed vul nerable files. The default CA folders
in OficeScan 7.3 with Apache are "%rograntil es% Trend

M cro\ O fi ceScan\ PCCSRW Wb\ CA \ " and " %°r ogr anti | es% Tr end

M cro\ O fi ceScan\ PCCSRW Wb _consol e\CA \ "

Not es:

1) Sone files do not include version information.
2) This list is not exhaustive and nore files may in fact be vul nerable.

Vul nerable files in "%rogranfiles% Trend M cro\ O fi ceScan\ PCCSRW Wb\ CG \ ":

Execut abl e Ver si on
cgi CAV. exe 7.3.0.1020
cgi Checkl P. exe no version info
cgi Getdient.exe 7.3.0.1343
cgi Get Domai n. exe 7.3.0.1343
cgi Log. exe 7.3.0.1343
cgi Movd i ent. exe 7.3.0.1343
CA CConmon. dI | no version info
cgi Ond i ent Cf g. exe 7.3.0.1343
cgi OnCl ose. exe 7.3.0.1343
cgi OnMSCr g. exe 7.3.0.1343
cgi OnPSCf g. exe 7.3.0.1343
cgi ONRTCf g. exe 7.3.0.1343
cgi OnScan. exe 7.3.0.1343
cgi OnStart. exe 7.3.0.1343
cgi OnUpdat e. exe 7.3.0.1343
cgi RqAl ert Msg. exe 7.3.0.1343
cgi RqCf g. exe 7.3.0.1343
cgi Rql NI . exe 7.3.0.1343
cgi RqOPP. exe 7.3.0.1343
cgi Rqunl nst . exe 7.3.0.1343
jdkGetNotifyQient.exe 7.3.0.1343
jdkNotify. exe 7.3.0.1343
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Vul nerable files in "% rogranfil es% Trend M cro\ O fi ceScan\ PCCSRW Wb_consol e\ CA \ ":

Execut abl e Ver si on
cgi FindCient.exe 7.3.0.1343
CA CConmon. dI | no version info
cgi RenDomai n. exe 7.3.0.1343
cgi ShowAnt i Body. exe no version info
cgi TurnLog. exe no version info

Test ed Ver si ons:

The vul nerability was anal ysed on Wndows XP SP3 with Trend Mcro O ficeScan Server 7.3
patch 4 build 1343 with critical patches 1355, 1362, and 1367 appli ed.

Fi xed Ver si ons:

The vulnerability is patched in Trend Mcro OficeScan Server 7.3 patch 4 by Critica
Patch Build 1374 by passing the size of the destination buffer to the vul nerable
function and correctly limting the size of the wite.

Ref er ences:

SA32005:
http://secuni a. conf advi sori es/ 32005/

CVE- 2008- 3862:
http://secuni a.conm cve_reference/ CVE- 2008- 3862/

Secuni a Research:
http://secuni a. com secuni a_r esear ch/ 2008- 40/

Trend M cro:
http://ww.trendm cro. conf ftp/docunentation/readme/ OSCE 7.3 Critical Patch B1374 readne. t xt
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