Secunia Vulnerability Intelligence Feed
Centralise your vulnerability handling

“Enterprises are focused on correlating threats to
vulnerabilities, formulating all the data produced
from various threat management tools so they

can make meaningful decisions about mitigating
threats... Indeed, a majority of survey participants
cite correlating threats and vulnerabilities as their
top vulnerability management challenge. ”
Information Security Magazine, February 2009

Filter, track, eliminate

The Secunia Vulnerability Intelligence Feed (VIF) isthe one-
source solution that provides IT security departments with
the latest vulnerability intelligence: Filtered, verified, and
analysed with information on patches and workarounds,
easy to distribute within the organisation. The VIF is
specifically relevant for organisations with an internal
CERT/CSIRT division which assesses all security issues
or with a centralised security department responsible
for delivering vulnerability intelligence internally through
asset management tools or other distribution channels.

Trusted, unified, and vendor-independent
The VIF solution is the market-leading vulnerability
service that helps you control your vulnerability issues.
Through our highly acknowledged Secunia advisories,
the VIF solution enables you to filter, track, and eliminate
vulnerability issues in a highly efficient manner.

As a large organisation, you may need to monitor
vulnerabilities for thousands of systems and applications.
This is not feasible without a trusted, unified, and vendor-
independent source that covers the largest available
spectrum of systems and applications. Secunia is currently
monitoring in excess of 20.000 systems.

The VIF obtains its vulnerability information from the
most accurate source available: The highly regarded
Secunia Advisory Database. Each advisory is verified
and written by a Secunia Research expert and provides
you with all the necessary information to understand the
issue, allowing you to make your own informed decisions
on how to handle the threat.

Secunia Research experts routinely collect information
from various websites, mailing lists, news groups, vendors,
and other security researchers as well as conduct their
own in-house research. This information is then verified
and validated.

Corporate summary

Today, Secunia has a professional organisation of IT
researchers, software developers, and salespeople
working with global enterprises and industry partner-
ships. We are present at major conferences in North
America, members of FIRST, GSA approved to work
with US governments, and generally recognised as
the vulnerability intelligence provider.

Started in 2002

Profitable in all fiscal years

Privately held - no external funding

Expanding our business with new HQ and hirings

in Research, Development, and Sales

Recognised worldwide

e Awarded as one of the three best start-up
businesses in Denmark in 2006

e 5 million website users
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How does it work?

Getting started using VIF is very easy. You can immediately
register the system/application environment you want to
track as well as how the various profiles need to receive
the intelligence. The VIF can handle multiple profiles and
filter intelligence in accordance with your requirements
and specifications.
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What are the benefits?

With your VIF solution you will be able to:

e  Set up filtering criteria according to product catego-
ries used across your entire infrastructure

e Import an existing inventory list of any format, thus
ensuring that only relevant intelligence is received

e Receive intelligence/alerts in your chosen format:
E-mail, SMS or XML-feed

e Direct access to Secunia Research for expert dia-
logue and continued support on vulnerability issues

The VIF thereby provides you with a service especially
designed for the professional organisation, which ap-
preciates the value of receiving vulnerability intelligence
from one primary and reliable source.

Features of the Secunia Vulnerability Intelligence Feed - Enterprise Edition

Vulnerability alerts & advisories

Detailed description provides:

The type of issue

Risk rating

Category

Summary of vulnerability and recommended

patch or workaround solutions

e Advisories written in a uniform manner, rated
according to Secunia’s highly acknowledged as-
sessment scale

e Alerts issued via SMS to ensure instant notifica-
tion on critical vulnerabilities
Advisories with full details sent via e-mail
The option of setting your own threshold levels
for when you want to be alerted

Details

e Security intelligence updated continuously

e  Multiple profiles (optional)

e  Security advisories are analysed, verified, evalu-
ated and rated by Secunia experts

The assessment is based on:
e Requirements to exploit, availability of exploit code
e Ease of exploitation (could it be exploited by a
worm, or does it require social engineering/human
error?)
Attack vector
Type of software/services (is it typically used on
Internet, or only internal networks?)
Impact of “successful” exploitation
Availability of patch/complexity of alternative work-
around
e The most comprehensive vulnerability monitoring
on the market
Available as XML feed
Multi-user capability

Contact Secunia

Contact sales@secunia.com for more information.
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